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UNITED STATES DISTRICT COURT
CENTRAL DISTRICT OF CALIFORNIA

COLUMBIA PICTURES Case No. CV 06-1093 FMC(JCx)

INDUSTRIES, et al.,

ORDER (1) GRANTING IN PART
o AND DENYING IN PART
Plaintiff, PLAINTIFES’ MOTION TO
REQUIRE DEFENDANTS TO
v, PRESERVE AND PRODUCE

SERVER LOG DATA AND FOR
EVIDENTIARY SANCTIONS; AND

JUSTIN BUNNELL, ¢t al., {%% DENYING DEFENDANTS’
NS U(IJES%“T%OR ATTORNEYS’ FEES

[UNDER SEAL]

Defendants.

I. SUMMARY

Pending before the court are (1) plaintiffs’ motion to require defendants to
preserve and produce certain electronic data, and for evidentiary sanctions, based
upon defendants’ failure to date to preserve and produce such data; and
(2) defendants’ request for attorneys’ fees and costs.

Based upon the court’s consideration of the extensive arguments and
evidence presented, the court’s assessment of the credibility of the declarants and
witnesses who testified at the evidentiary hearing in this matter, and the applicable

law, the court finds: (1) the data in issue is extremely relevant and within the
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scope of information sought by plaintiffs’ discovery requests; (2) the data in issue
which was formerly temporarily stored in defendants’ website’s random access
memory (“RAM”) constituted “electronically stored information” and was within
the possession, custody and control of defendants; (3) the data in issue which is
currently routed to a third party entity under contract to defendants and received in
said entity’s RAM, constitutes “electronically stored information,” and is within
defendants’ possession, custody or control by virtue of defendants’ ability to
manipulate at will how the data in issue is routed;' (4) defendants have failed to
demonstrate that the preservation and production of such data is unduly
burdensome, or that the other reasons they articulate justify the ongoing failure to
preserve and produce such data; (5) defendants must preserve the pertinent data
within their possession, custody or control and produce any such data in a manner
which masks the Internet Protocol addresses (“IP addresses”) of the computers
used by those accessing defendants’ website; (6) sanctions against defendants for
spoliation of evidence are not appropriate in light of the lack of precedent for
requiring the retention of data in RAM, the lack of a preservation request
specifically directed to data present only in RAM, and the fact that defendants’
failure to retain such data did not violate any preservation order; and (7) awarding
attorneys’ fees and costs are not appropriate.
II. PROCEDURAL HISTORY

On February 23, 2006, plaintiffs filed a complaint against defendants for
copyright infringement. Plaintiffs allege, inter alia, that defendants knowingly

'It may also be the case that the data in issue is within defendants’
possession, custody and control by virtue of defendants’ contractual relationship
with the third party entity. In that circumstance, defendants would, at a minimum,
have an obligation to make reasonable inquiry of the third party entity for the data
in issue. See A. Farber and Partners, Inc. v. Garber, 234 F.R.D. 186, 189 (C.D.
Cal. 2006).
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enable, encourage, induce, and profit from massive online piracy of plaintiffs’
copyrighted works through the operation of their internet website. The complaint
is predicated on theories of contributory infringement, secondary infringement,
and inducement. Defendants filed an Answer on May 24, 2006.

On March 12, 2007, plaintiffs filed a “Notice of Motion and Local Rule
37-1 Joint Stipulation Regarding Plaintiffs’ Motion for an Order (1) Requiring
Defendants to Preserve and Produce Certain Server Log Data, and (2) for
Evidentiary Sanctions” (“Plaintiffs’ Motion™), a declaration of plaintiffs’ counsel
Duane C. Pozza (“Pozza I Decl.”), a declaration of plaintiffs’ expert Ellis
Horowitz (“Horowitz I Decl.”), a declaration of defendants’ counsel Ira P.
Rothken, and a declaration of defendant Wes Parker (“Parker I Decl.”), as well as
accompanying exhibits to each declaration. Plaintiffs’ Motion requests that the
court issue an order requiring defendants to preserve and produce certain data
responsive to plaintiffs’ First Request for Production of Documents, Request Nos.
10 and 12.2 Specifically, plaintiffs seek the preservation and production of the
following data: (a) the IP addresses of users of defendants’ website who request
“dot-torrent” files: (b) the requests for “dot-torrent files”; and (c) the dates and
I
1/

’Request No. 10 seeks “all documents that identify the dot-torrent files that
have been made available by, searched for, or downloaded by users of TorrentSpy,
including documents that identify the users who have made available, searched
for, or downloaded such dot-torrent files.” Request No. 12 seeks “all documents,
including server logs, databases of a similar nature, or reports derived from such
logs or databases that [defendants] maintain, have ever maintained, or have
available that record the activities of TorrentSpy or its users, including documents
concerning . . . Electronic communications of any type between TorrentSpy and
[users]; . . . Logs of user activities; and . . . Logs or records of dot-torrent files
made available, uploaded, searched for, or downloaded on TorrentSpy.”
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times of such requests (collectively “Server Log Data”).” Plaintiffs’ Motion also
seeks evidentiary sanctions against defendants for their alleged spoliation of the
Server Log Data. Defendants request that the court require plaintiffs to pay
reasonable expenses incurred in opposing Plaintiffs’ Motion, including attorneys’
fees, pursuant to F.R. Civ. P. 37(a)(4)(B).

-On March 20, 2007, plaintiffs filed a supplemental memorandum in support
of Plaintiffs’ Motion (“Plaintiffs’ Supp. Memo I”), a supplemental declaration of
Duane C. Pozza, and accompanying exhibits. On the same date, defendants filed a
supplemental memorandum in opposition to Plaintiffs’ Motion (“Defendants’
Supp. Memo I”) and a supplemental declaration of Wes Parker (“Parker II Decl.”).

On March 21, 2007, the court directed the parties to file additional items.
On March 27, 2007, plaintiffs filed a supplemental brief (“Plaintiffs’ Supp. Memo
[I”") and another declaration of Ellis Horowitz (“Horowitz I Decl.”), and
defendants filed a supplemental brief (“Defendants’ Supp. Memo II”), a joint
declaration of Justin Bunnell and Wes Parker (“Jt. Bunnell/Parker Decl.”), and
accompanying exhibits. On March 30, 2007, in response to the court’s request
that the parties submit statements as to whether certain declarants should attend
and be available to testify at the hearing on this matter, the parties each submitted
brief additional filings.

On April 3, 2007, the court held an evidentiary hearing at which declarants

Ellis Horowitz, Wesley Parker, and Justin Bunnell testified, and the court heard

3As the Server Log Data is temporarily stored in RAM and constitutes a
document that identifies dot-torrent files that have, at a minimum, been searched
for by users of TorrentSpy;, it is encompassed by Document Request No. 10,
Similarly, as the Server Log Data constitutes an available document concerning
electronic communications between TorrentSpy and users and a record of dot-
torrent files made available or searched for on TorrentSpy, it is also encompassed
by Document Request No. 12.
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the arguments of counsel.* The court took Plaintiffs’ Motion under submission at
the conclusion of the hearing.’
II. FACTSS

Defendants operate a website known as “TorrentSpy” which offers dot-
torrent files for download by users. (Horowitz I Decl. § 5). The dot-torrent files
offered on defendants’ website do not contain actual copies of a full-length
content item. (Horowitz I Decl. § 6). Rather, they contain data used by a
“BitTorrent client” on a user’s computer to access the content in issue.
(Horowitz I Decl. § 6).

As certain aspects of the technical operation of the website are relevant to
the resolution of this matter, the court first sets forth its understanding and
findings, based upon the evidence presented, of the operation of the relevant
aspects of: (i) websites in general; (ii) defendants’ website prior to the filing of
Plaintiffs’ Motion; and (iii) defendants’ website proximate or subsequent to the
filing of Plaintiffs” Motion, as the record reflects that the method of operation

changed during the pendency of this action.

%RT” refers to the Reporter’s Transcript of the April 3, 2007 hearing.

>Subsequent to the hearing, plaintiffs and defendants submitted proposed
findings regarding Plaintiffs’ Motion for the court’s consideration.

*The court finds plaintiffs’ expert Ellis Horowitz to be the most credible of
the three technical declarants/witnesses (i.e., Horowitz, Parker, and Bunnell). To
the extent the testimony and statements of Parker and Bunnell conflict with those
of Horowitz, the court accepts the testimony and statements of Horowitz. The
court finds that defendant Parker’s testimony is credible in part and gives it some
weight. However, as discussed below, the court finds that portions of Parker’s
declarations and testimony are unsupported and not credible. The court finds that
defendant Bunnell’s testimony is largely unsupported and lacks credibility.

o L T
DAL D




O e -3 b B W

o0 R | N wn EEN 3 (3.} b o O O ~] SN L B=s LS ] () — [

Case 2:06-cv-01093-FMC-JC  Document 177  Filed 05/29/2007 Page 6 of 35

A.  Operation of Websites in General

In general, when a user clicks on a link to a page or a file on a website, the
website’s web server program receives from the user a request for the page or the
file. (Horowitz I Decl. q 11; Horowitz I Decl. § 3). The request includes the IP
address of the user’s computer, and the name of the requested page or file, among
other things.” (Horowitz I Decl. § 11; Horowitz II Decl. 9 3). Such information is
copied into and stored in RAM. (Horowitz II Decl. §4). RAM is a form of
temporary storage that every computer uses to process data. (Horowitz II Decl.
9 4). Every user request for a page or file is stored by the web server program in
RAM in this fashion. (Horowitz Il Decl. § 4). The web server interprets and
processes that data, while it is stored in RAM, in order to respond to user requests.
(Horowitz 11 Decl. § 4). The web server then satisfies the request by sending the
requested file to the user. (Horowitz IT Decl. § 3). If the website’s logging
function is enabled, the web server copies the request into a log file, as well as the
fact that the requested file was delivered. (Horowitz I Decl. § 12; Horowitz II
Decl. § 3). If the logging function is not enabled, the request is not retained.
(Horowitz I Decl. 4 12; Horowitz Il Decl. ¥ 3). While logging such information
can be useful to a website operator in many respects, and may be a usual practice
I
I

"An IP address is a standard way of identifying a computer that is connected
to the Internet. United States v. Heckenkamp, 482 F.3d 1142, 1144 (9th Cir.
2007). With an IP address, a party could identify the Internet Service Provider
(“ISP”) providing internet service to the user of the computer corresponding to
such IP address. See In Re Charter Communications, Inc., 393 F.3d 771, 774 (8th
Cir. 2005). Only the ISP, however, could link the particular IP address to an
individual subscriber. Id. As in the case of a subscriber to a particular telephone
number, the identity of the subscriber to an IP address is not necessarily indicative
of the person using the service at a given time.

6
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of many website operators, such logging is not essential to the functionality of a
website.® (Horowitz I Decl. § 13; RT 41-42).
B.  Operation of Defendants’ Website Prior to the Filing of Plaintiffs’
Motion

Defendants’ web server is located in the Netherlands. (Jt. Bunnell/Parker
Decl. § 6). A factor in the decision to use a server in the Netherlands was to attract
business from those individuals who did not wish their identities to be known, as
defendants believe the Netherlands to have stricter privacy laws governing such
information. (RT 122-23). Defendants use the web server Microsoft Internet
Information Services (IIS) 6.0 to operate their website. (Horowitz I Decl. §9
Horowitz II Decl.  2; Jt. Bunnell/Parker Decl. § 5). The 1IS web server program
contains logging functionality — meaning that it has the capacity, if the logging
function is not disabled, to retain the Server Log Data. (Horowitz I Decl. § 10;
Horowitz II Decl. § 2; Jt. Bunnell/Parker Decl. § 5).”

Since its inception, defendants’ website’s logging function has not been
enabled to retain the Server Log Data. (RT 99; Parker I Decl. § 3). Such logging
is not necessary to, or part of defendants’ business operations. (Parker I Decl.

9 3). The decision not to enable the logging function was based, at least in part, on
the belief that the failure to log such information would make the site more

1

1

1

®As a general matter, logging data can be useful for maintenance and upkeep
of a site, to identify and correct technical problems with the site, to examine the
website traffic patterns and evaluate the performance of the site, and to audit and
evaluate data related to advertising on the site. (Horowitz I Decl. § 3).

°1t is the default when IIS is installed, for logging to be on. (RT 144;
Horowitz I Decl. q 10).
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attractive to users who did not want their identities known for whatever reason.'’
(RT 122). Although defendants did not affirmatively retain the Server Log Data
through logging or other means, the data went through and was temporarily stored
in the RAM of defendants’ website server for approximately six hours. (RT 47-
48, 49-50, 54-55, 76; Jt. Bunnell/Parker Decl. { 5).

C. Operation of Defendants’ Website Proximate or Subsequent to

the Filing of Plaintiffs’ Motion

At some point proximate or subsequent to the filing of Plaintiffs’ Motion,
defendants altered the method through which the website operates. (RT 54).
Defendants’ server no longer receives all, or all facets of the Server Log Data, or

at least not in the same way." (RT 47, 56, 111). Instead, defendants now contract

'®Defendants’ privacy policy, which is posted on defendants’ website,
advises users, inter alia, that the site “will not collect any personal information
about you [the user] except when you [the user] specifically and knowingly
provide such information.” (Parker I Decl., Ex. B). The policy further reflects
that the site reserves the right at any time to modify, alter or update the policy, but
that if the site does so, it will post the changes so that users are always aware of
what information the site collects, how the information is used, and under what
circumstances the information is disclosed. (Parker [ Decl., Ex. B). Defendants
have presented no evidence as to whether or how the term “personal information”
is defined in the privacy policy. As an IP address identifies a computer, rather
than a specific user of a computer, it is not clear that [P addresses, let alone the
other components of the Server Log Data in issue, are encompassed by the term
“personal information” in defendants’ website’s privacy policy. See supra note 7.

"Prior to the filing of Plaintiffs’ Motion, defendants’ website provided links
to third-party sites that have torrent files on their sites, as well as links to torrent
files on the cache of defendants’ website. (RT 111). Once defendants made the
recent change in their method of operation, defendants’ website no longer does
such caching. (RT 111). Instead, a third party under contract to defendants
performs that function. (RT 111). However, when a user runs a search on

(continued...)
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with a third party entity, “Panther,” which essentially serves as a middleman in the
process. (RT 98). Panther has multiple servers around the world, including
approximately 25 servers in the United States. (RT 48, 55). Requests from users
who visit defendants’ website for a dot-torrent file on defendants’ server are now
routed from a location not hosted on defendants’ server to a Panther server
geographically proximate to the users making the requests. (RT 53, 56-57).
Panther’s servers in the United States serve United States users. (RT 124). In
cases involving an initial request for a specific dot-torrent file, defendants’ website
now receives such request from Panther. (RT 57). Defendants’ website sends
the requested dot-torrent file to Panther. (RT 57). Panther then sends the file to
the original requesting party. (RT 57). However, once a particular dot-torrent file
has been requested from defendants’ website by Panther, Panther then caches it
and can provide it in response to subsequent requests for the same dot-torrent file
without the need to obtain it from defendants’ server. (RT 51-53, 57-58). In the
latter circumstance, defendants’ server no longer receives data reflecting a request
to download the particular dot-torrent file. (RT 58). Thus, Panther now receives
the Server Log Data in issue in its RAM. (RT 98). Panther, however, does not
retain logs of such information.”? (RT 75). Defendant Parker testified that

"(...continued)
defendants’ website, every search is a request on defendants’ server. (RT 126).
Similarly, when a user gets a list of results back, clicks one of those links, and gets
taken to a detailed dot-torrent page hosted by defendants’ server, all of those pages
— on which the names of dot-torrent files are identified — are hosted on
defendants’ server. (RT 127).

2Defendant Parker testified that he was advised by a Panther representative
that Panther does not have the capacity for full-server logging on all of its servers.
(RT 75). Although plaintiffs argue that Panther can selectively log certain data,
(continued...)
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defendants switched to Panther because it allows for significantly faster
processing and delivery of content. (RT 102-03). Defendants deny that the
decision to contract with Panther was motivated by a desire to avoid being in
possession of Server Log Data or to bypass a possible court order. (RT 50, 103,
123)."

D. Plaintiffs’ Preservation Request

On May 15, 2006, defendants sent a notice to plaintiffs’ counsel formally
reminding counsel and plaintiffs of their obligation to preserve all potentially
discoverable evidence in their possession, custody or control related to the
litigation, including all logs for the TorrentSpy website, and records of all
communications between defendants and users of the website, including instant -
messaging and other chat logs. (Pozza I Decl., Ex. H). This notice did not
specifically request that defendants preserve Server Log Data temporarily stored
only in RAM. Plaintiffs do not point to any other preservation request which
specifically addresses data temporarily stored only in RAM. The court further
notes that prior to the filing of Plaintiffs’ Motion, the docket does not reflect that
plaintiffs sought a preservation order.
/"l
i

(...continued)
there is no evidence in the record as to whether Panther specifically has the
capacity to log the Server Log Data in issue. (RT 177).

BIn light of the change in the method of operation, and the timing thereof,
as well as the other evidence in the record, the court finds that defendants have the
ability to manipulate at will how the Server Log Data 1s routed. Indeed,
defendants represent that they could disengage and resume the functions currently
performed by Panther if directed to log the Server Log Data in issue. (RT 72,
103-04).
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IV. DISCUSSION

A.  The Server Log Data in Issue Is Relevant |

Pursuant to Rule 26(b)(1) of the Federal Rules of Civil Procedure, parties
may obtain discovery regarding any matter, not privileged, that is relevant to the
claim or defense of any party. F.R. Civ. P. 26(b)(1). Plaintiffs argue that the
Server Log Data is relevant to numerous claims and defenses, including whether
defendants’ users have directly infringed plaintiffs’ copyrighted works, and to
what extent defendants’ website is used for purposes of copyright infringement.
(Plaintiffs’ Motion at 1, 15-20). The court agrees. This case is predicated on
theories of vicarious infringement, contributory infringement, and inducement.
(Complaint 9 34-36). Primary infringement is a necessary predicate to such
claims. Perfect 10, Inc. v. Amazon.com, Inc., 2007 WL 1428632, *15 (9th Cir.
May 16, 2007) (citing A&M Records, Inc. v. Napster, Inc., 239 F.3d 1004, 1013
n.2) (9th Cir. 2001)). Defendants contest primary infringement. (Answer § 33).

Indeed, defendant Parker’s testimony suggests his view that without logs, a case
cannot be made against a website alleged to have engaged in secondary/
contributory infringement because such logs are “essential” to finding direct
infringers. (RT 129-30). There can be no serious dispute that the Server Log Data

in issue is extremely relevant and may be key to the instant action,”

“Defendants contend that plaintiffs’ request for Server Log Data is
overbroad because the vast majority of the website’s users are located overseas
such that their conduct cannot constitute copyright infringement. (RT 115-20,
125-26). The court rejects this contention. First, defendants’ evidence regarding
the volume of overseas traffic lacks foundation and is speculative at best. Second,
even if defendants are correct regarding the asserted volume of overseas traffic,
the court still finds such data to be relevant or reasonably calculated to lead to the
discovery of relevant admissible evidence. Having said that, if (1) it is technically
feasible; (2) defendants could reliably demonstrate that (i) Panther’s United States

(continued...)
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B. The Server Log Data in Issue Is Electronically Stored
Information

Rule 34(a) of the Federal Rules of Civil Procedure provides for the
discovery of documents or electronically stored information — including writings,
drawings, graphs, charts, photographs, sound recordings, images, and other data or
data compilations stored in any medium from which information can be obtained.
F.R. Civ. P. 34(a). “Rule 34(a) applies to information that is fixed in a tangible
form and to information that is stored in a medium from which it can be retrieved
and examined.” Advisory Comm. Notes to the 2006 Amendment of Rule 34.
The Advisory Committee Notes further indicate that Rule 34(a)(1) “is expansive
and includes any type of information that is stored electronically,” and that it “is
intended to be broad enough to cover all current types of computer-based
information, and flexible enough to encompass future changes and development.”
1d.
I

%(...continued)
servers process Server Log Data for users in the United States; and (ii) measures
could be taken to protect against manipulation of the routing to alter the
representative nature of such data; and (3) defendants choose to meet their
obligations under this order by directing Panther to retain and provide defendants
with the Server Log Data for dissemination to plaintiffs, the court would entertain
a request to limit the required preservation and production to Server Log Data that
is processed through the RAM of Panther’s United States servers pursuant to its
contract with defendants. Alternatively, if a reliable and verifiable means exists to
identify the country from which requests to defendants’ website for dot-torrent
files originated, the court would entertain a request to limit the required
preservation and production to Server Log Data originating from users of
defendants’ website in the United States. The court does not view the data
provided on the optional registration surveys referenced by defendant Parker
during his testimony as a reliable and verifiable means to identify the country from
which user requests originate. (RT 126).
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Defendants argue that the Server Log Data does not constitute electronically
stored information under F.R. Civ. P. 34(a) because the data has never been |
electronically stored on their website or in any medium from which the data can be |
retrieved or examined, or fixed in any tangible form, such as a hard drive.
(Defendants’ Supp. Memo I at 1; Parker [T Decl. § 2). Plaintiffs assert that the
Server Log Data is electronically stored information because such data is copied to
the RAM while user requests are processed. (Plaintiffs’ Supp. Memo II at 2;
Horowitz II Decl. § 4).

Although the parties point to no cases in which a court has assessed whether
data present only in RAM constitutes electronically stored information under Rule
34, the Ninth Circuit has addressed whether data in RAM is electronically stored
information in another context. In MAI Systems Corp. v. Peak Computer, Inc.,
991 F.2d 511, 518-19 (9th Cir. 1993), the Ninth Circuit determined in the context

of the Copyright Act, that software copied into RAM was “fixed” in a tangible

medium and was sufficiently permanent or stable to permit it to be perceived,
reproduced, or otherwise communicated for a period of more than transitory
duration.” It defined RAM as “a computer component in which data and

computer programs can be temporarily recorded.” Id. at 519 (citing Apple

The Ninth Circuit effectively reaffirmed the continuing viability of MAI in
it recent opinion Perfect 10, Inc. v. Amazon.com, Inc., 2007 WL 1428632 (9th Cir,
May 16, 2007). In that case, the court stated: “A photographic rmage is a work
that is ““fixed” in a tangible medium of expression’ for purposes of the Copyright
Act, when embodied (i.e., stored) in a computer’s server (or hard disk, or other
storage device). The image stored in the computer is the ‘copy’ of the work for
purposes of copyright law. See MAI Sys. Corp. v. Peak Computer, Inc., 991 F.2d
511, 517-18 (9th Cir. 1993) (a computer makes a ‘copy’ of a software program
when it transfers the program from a third party’s computer (or other storage
device) into its own memory, because the copy of the program recorded in the
computer is ‘fixed’ in a manner that is ‘sufficiently permanent or stable to permit it
to be perceived, reproduced, or otherwise communicated for a period of more than
transitory duration.”” Perfect 10, Inc., 2007 WL 1428632, at *6.
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