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UNITED STATES DISTRICT COURT
NORTHERN DISTRICT OF CALIFORNIA
OAKLAND DIVISION

WANG XIAONING, YU LING, SHI TAO, and
ADDITIONAL PRESENTLY UNNAMED
AND TO BE IDENTIFIED INDIVIDUALS,

Plaintiffs,
V.

YAHOO! INC., a Delaware Corporation,
YAHOO! HOLDINGS (HONG KONG), LTD.,
a Foreign Subsidiary of Yahoo!,
ALIBABA.COM, INC., a Delaware
Corporation, AND OTHER PRESENTLY
UNNAMED AND TO BE IDENTIFIED
INDIVIDUAL EMPLOYEES OF SAID
CORPORATIONS,

Defendants.

CASE NO. C07-02151 CW

AMENDED COMPLAINT
FOR TORT DAMAGES

JURY TRIAL DEMANDED

Amended Complaint
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Plaintiffs, by and through their attorneys, allege upon personal knowledge and belief as to
their own circumstances, and upon information and belief (based on the investigation of counsel) as
to all other matters, that substantial evidentiary support exists or will exist after a reasonable
opportunity for further investigation and discovery as a result of trial proceedings, in support of the
following:

1. Plaintiffs have been subjected to grave violations of some of the most universally
recognized standards of international law, including prohibitions against torture, cruel, inhuman, or
other degrading treatment or punishment, arbitrary arrest and prolonged detention, and forced labor,
for exercising their right of freedom of speech, association,'and assembly, at the hands of Defendants
through Chinese officials acting under color of law in the People’s Republic of China (referred to
herein as “the PRC” or “China”).

2. To commit these violations of specific, universal, and obligatory standards of
international law, Defendants willingly provided Chinese officials with access to private e-mail
records, copies of email messages, e-mail addresses, user ID numbers, and other identifying
information about the Plaintiffs and the nature and content of their use of electronic
communications. This information, available only to the Defendants, was voluntarily provided to
Chinese officials by Defendants Yahoo! Inc., its agents, wholly-owned subsidiaries Yahoo! HK and
Yahoo! China, and its strategic partner Alibaba.com,Inc., and served as the basis for the acts of
persecution and torture that followed as a direct result of the Defendant’s activities. By providing
this information to the PRC, Defendants knowingly and willfully aided and abetted in the
commission of torture and other major abuses violating international law that caused Plaintiffs’
severe physical and mental suffering.

3. Plaintiffs’ claims are actionable under the Alien Tort Statute (ATS), 28 U.S.C. §
1350, and the Torture Victim Protection Act (TVPA), 28 U.S.C. § 1350, because their injuries
resulted from violations of specific, universal, and obligatory standards of international law as
embodied in a number of treaty obligations binding on the United States and implemented

domestically here in the United States by a number of statutes including the TVPA.
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4. Defendants’ conduct also violates California state laws, including prohibitions against
battery, false imprisonment, assault, intentional infliction of emotional distress, negligence,
negligent supervision, and the California Business & Professions Code § 17200.

5. Defendants’ conduct also breaches United States law under the Electronic
Communications Privacy Act by exceeding their authorization to access and control highly private
and potentially damaging information concerning Plaintiffs’ electronic communication, in violation
of 18 U.S.C. § 2701, by unlawfully and knowingly divulging Plaintiffs’ electronic communication
contents and user information, in violation of 18 U.S.C. § 2702, and by intentionally acquiring
and/or intercepting the contents of electronic communications sent by and/or received by Plaintiffs
through their use of computers and other electronic devices which were part of, and utilized in,
Defendants’ electronic communications systems, in violation of 18 U.S.C. § 2511.

6. Plaintiffs seek general, compensatory, and punitive damages for their injuries, as well
as declaratory and injunctive relief to hold Defendants accountable for their unlawful actions, to
secure their assistance in obtaining the Plaintiffs’ release from prison, and to prevent them from
similarly harming others in the future.

JURISDICTION AND VENUE

7. This Court has jurisdiction over Plaintiffs’ claims under 28 U.S.C. § 1331 (federal
question jurisdiction), 28 U.S.C. § 1350 (Alien Tort Statute) and 28 U.S.C. § 1350 (Torture Victim
Protection Act). The Alien Tort Statute provides federal jurisdiction for “any civil action by an alien
for a tort only, committed in violation of the law of nations or a treaty of the United States.” The
Torture Victim Protection Act supplements and confirms the ATS by providing federal jurisdiction
for acts of torture, as defined by 28 U.S.C. § 1350. The Electronic Communications Privacy Act, 18
U.S.C. § 2701 et seq., provides federal jurisdiction for civil claims arising from unauthorized
disclosure of electronic communications and customer information.

8. This Court also has supplemental jurisdiction over claims arising from violations of
state law because, pursuant to 28 U.S.C. § 1367, the facts in the claims arising from state law are so
related to the Plaintiffs’ claims under federal laws that they form part of the same case or

controversy under Article III of the United States Constitution.
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INTRADISTRICT ASSIGNMENT

9. Assignment and venue in the San Francisco/Oakland Division is proper pursuant to
Local Rule 3-2(c) and (d) because Defendants Yahoo! Inc. and Alibaba.com, Corp. are located in, do
business in, and/or have major business contacts with this district and division.

PARTIES
Plaintiffs

10.  Plaintiff Wang Xiaoning is a subject, citizen, and resident of the People’s Republic
of China. He sues on behalf of himself for the injuries, including pain and suffering, he has endured
as a result of his torture, cruel, inhuman, or other degrading treatment, and arbitrary arrest and
prolonged detention inflicted upon him as a result of the Defendants’ actions aiding and abetting
Chinese government officials in committing these major human rights abuses. Specifically, Wang
Xiaoning was arrested and unlawfully and arbitrarily detained and prosecuted for publishing and
circulating through the Internet electronic journals and articles that supported democratic reform in
China and for communicating with other democracy advocates. He also sues for compensation for
property seized by government officials in conjunction with his arbitrary arrest and prolonged
detention. He is serving a ten-year sentence at Beijing Municipal No. 2 Prison, a forced labor prison
for political pris.oners, under severe conditions of prolonged confinement that are highly abusive in
nature.

11.  Plaintiff Yu Ling is a subject, citizen, and resident of the People’s Republic of China,
and is the wife of 27 years of Plaintiff Wang Xiaoning. She sues on behalf of herself for the injuries,
including pain and suffering, she has endured as a result of her husband’s torture, cruel, inhuman, or
other degrading treatment, and arbitrary arrest and prolonged detention inflicted upon him as a result
of the Defendants’ actions aiding and abetting Chinese government officials in committing these
major human rights abuses. Specifically, subsequent to her husband’s unlawful and arbitrary
detention, Yu Ling has suffered extreme emotional distress and financial hardship. She also sues for
compensation for property seized by government officials in conjunction with her husband’s

arbitrary arrest and prolonged detention.
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12.  Plaintiff Shi Tao is a subject, citizen, and resident of the People’s Republic of China.
He sues on behalf of himself for his injuries, including pain and suffering, resulting from torture,
cruel, unusual, or other degrading treatment or punishment, arbitrary arrest and prolonged detention,
and forced labor that were inflicted upon him as a result of the Defendants’ actions in making
possible and aiding and abetting Chinese government officials in committing these major human
rights abuses. Specifically, Plaintiff Shi Tao was arrested and unlawfully and arbitrarily detained
and prosecuted for emailing messages and notes describing government restrictions on journalists
imposed in connection with the 15™ anniversary of the Tiananmen Square crackdown on democracy
advocates. He also sues for compensation for property seized by government officials in
conjunction with his arbitrary arrest and prolonged detention. He currently is serving a ten-year
sentence for “divulging state secrets abroad” at Chishan Prison of Hunan Province, a high-security
prison with a documented system of forced labor and torture.

13.  Plaintiffs temporarily designated as “Presently Unnamed and To Be Identified” are
citizens of China currently living in China or in exile in other countries, such as the United States,
who were arbitrarily detained, arrested, tortured, subjected to cruel, inhuman, or degrading treatment
or punishment, and/or subjected to forced labor, as a result of Defendants’ actions in aiding and
abetting these violations of United States and international law, including federal and state laws that
provide civil actions for Defendants’ acts. At the time of filing, Plaintiffs and their attorneys have
identified at least 60 individuals imprisoned in China for expressing their support for free elections,
democracy, or human rights through Internet communications or use, whose arrests and detention,
based on information currently available, may be linked to actions by the Defendants that revealed
Internet and electronic communication identifying information to PRC officials. Additional
information about their arrests and detention, and their treatment in detention, for these unnamed
individuals, as well as information on how the Defendants are responsible for their abuse, will be
obtained during discovery and described in greater detail during these proceedings.

Defendants
14.  Defendant Yahoo! Inec. is incorporated in Delaware with its principle place of

business being located in California since 1994. Its corporate headquarters are in Sunnyvale,
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California, in Santa Clara County. Yahoo! Inc. operates a business concerned primarily with
electronic communication and information. The company’s major activities include supplying
Internet service, web-based personal e-mail accounts, news portals, and a search engine, all designed
to facilitate electronic communication and sharing of information. By the nature of its activities,
Yahoo! has access to and maintains identifying information about individuals using its electronic
services.

15.  Defendant Yahoo! Holdings (Hong Kong), Ltd. (Yahoo! HK), is a wholly owned
subsidiary of Yahoo! Inc. based in Hong Kong. Yahoo! HK was the business entity, partner, and/or
agent of Yahoo! Inc. responsible for operating and managing Yahoo! China until Yahoo! Inc.
formed a strategic partnership with Defendant Alibaba.com, Corp. in October 2005.

16.  Defendant Alibaba.com, Inc. (Alibaba) is a Chinese company engaged in electronic
commerce and communications, operating the world’s largest online marketplaces for both
international and Chinese trade. Alibaba is, upon information and belief, incorporated in Delaware
and the Grand Cayman Islands, and conducts its US business from its offices in Santa Clara and
Newark, California.

17.  Yahoo! Inc. has conducted business in China under the name Yahoo! China since
1999. Yahoo! Inc. has conducted business in China directly, through its wholly-owned subsidiary
Yahoo! HK, and, since 2005, primarily through its strategic partner, Alibaba.

18.  Defendant Yahoo! Inc. formed a strategic, exclusive partnership with Defendant
Alibaba in October 2005. Under this partnership agreement, Yahoo! Inc. acquired a 40% share in
Alibaba with 35% voting rights in exchange for $1 billion in cash. Also, Yahoo! Inc. merged the
operations of Yahoo! China into Alibaba, giving Alibaba the exclusive right to use the Yahoo! brand
in China. The two companies continue to work in an exclusive partnership to carry out and expand
electronic services operations in China.

19.  The additional, presently unknown Defendants listed in the caption heading of this
case are presently unnamed and to be identified employees of the Defendant companies, and/or other
persons whose individual actions contributed to or aided and abetted the violations of international

law suffered by Plaintiffs as set out in this complaint. Identifying information about them and the
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role they played in the abuses are expected to be identified and described in greater detail during
these proceedings.
STATEMENT OF FACTS
General Facts

20.  Journalists, human rights activists, and other Internet users in China have been
subjected to a pattern of arbitrary criminal prosecution, imprisonment, and torture as a result of their
expression of ideas in opposition to the positions or policies of the government of the PRC on a
variety of politically disfavored topics, such as the Tiananmen Square massacre, democratic reform,
human rights advocacy, or disagreement with government policies generally. As a result of the
expression of their views, these “dissidents™ are subjected to arbitrary arrest, criminal prosecution,
and persecution in violation of numerous protections for fundamental rights of freedom of
expression, association, and assembly under the Chinese Constitution and international law.

21. Since the arrival of electronic communications and the Internet in China, official
controls have been imposed to monitor and censor electronic communications on a widespread basis,
in order to keep track of the access and use of Internet information sources, including expression
related to certain political topics, such as democracy support and human rights. As a result,
“dissident” journalists, human rights activists, and other Internet users’ personal communications
and activities are carefully censored and monitored.

22.  Once these “dissidents” are identified and targeted through the Internet monitoring
and censorship program, they face a well documented pattern of systematic arbitrary arrest and
prolonged detenﬁon, incommunicado detention, extrajudicial killings, torture, cruel, inhuman or
degrading treatment and punishment, and forced labor. Sometimes, these abuses lead to death in
custody. Despite Chinese laws prohibiting these violations of both domestic law and international
human rights standards, authorities carry out these abuses under color of law within a culture of
impunity.

23.  Inor around the Spring of 2002, Yahoo! Inc. signed an official, voluntary agreement
that had the effect of directly involving Yahoo! in the censoring and monitoring of on-line content

and communication by its Chinese users. This agreement was in the form of the Internet Society of
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China’s "Public Pledge on Self-Discipline for the Chinese Internet Industry" (referred to herein as
“the Public Pledge”). The Internet Society of China is a government-affiliated professional
organization, and the Public Pledge is described as being voluntary, not required by government
regulation, although pressures to sign the Pledge and to abide by its requirements as a prerequisite
for doing business in China are considerable. By signing the Public Pledge, Yahoo! Inc. voluntarily |
agreed to help monitor and censor electronic communication use involving information that,
according to the Internet Society of China, could “jeopardize state security” or “disrupt social
stability,” and to report any offending on-line expression or communication to PRC authorities.

24. A number of human rights organizations responded to news of the Defendants signing
this pledge by alerting Defendants that by helping the censors, and by identifying people who could
be accused of anti-government speech or communication, the Defendants would be placing many
innocent individuals, who were merely expressing their views or communicating with others, at risk
of arbitrary arrest, prolonged arbitrary detention, forced labor, and torture as a result of their lawful
exercise of free speech and free association rights. For example, on July 30, 2002, Human Rights
Watch sent a letter to Yahoo! Inc. Chairman and Chief Executive Officer Terry Semel, expressing
concern that Yahoo! Inc. signed the Public Pledge, and alerting Yahoo! Inc. of the dangers to
Internet users associated with their company’s cooperation with monitoring and censoring efforts.
This letter notified Yahoo! Inc. that it was common in China for people to be arbitrarily arrested for
expressing disfavored views. The letter pointed out that “In China ... any public expression of
views that differ from those of the state, and provision of information not deemed politically
acceptable, may be considered ‘harmful’ and may result in a prison sentence,” mistreatment, torture,
and execution. The letter also stated that, by upholding the Public Pledge, Defendants would risk
assisting such human rights violations, clearly pointing out that “there is a strong likelihood that
Yahoo will assist in furthering such human rights violations” through support of these monitoring
and censorship activities. The letter urged Yahoo! Inc. to withdraw from the Public Pledge and to
state its support for internationally recognized standards of free expression. Human Rights Watch
also sent copies of this letter to Jerry Yang, Co-Founder and Director of Yahoo! Inc., Chris Castro,

Chief Communications Officer and Senior Vice President of Yahoo! Inc., John Costello, Chief
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