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UNITED STATES DISTRICT COURT
District of New Jersey

Hon. R

Harold C. “Hal” Turner D/B/A :
Turner Radio Network D/B/A :
Hal Turner Radio Show : ‘ h
Plaintiff,:  Civil Action No. O)C /370G O.‘(,j
V. :
4Chan.org : COMPLAINT
Tchan.org :

Ebaumsworld.com
NexisOnline.net

Abjects.com :

John Doe(s) 1-1000 :
' Defendants:

Plaintiff, Hareld C. “Hal” Turner by way of Complaint
against the internet web sites 4chan.org, 7chan.org,
ebaumsworld.com, nexisonline.com and abjects.com and John Doe(s)

1-1000 hereby says:
I. THE PARTIES

1. Plaintiff Harold C. “Hal” Turner is and at.all rélevant
times was a citizen of the State of New Jersey and the
United States of America, residing at 1906 Paterson Plank
Road, North Bergen, Hudson County, New Jefsey within this

District, doing business as Turner Radio Network and The

Hal Turner Radic Show.
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2. Upon information and belief Defendant 4chan.org is an
internet web site whose owner information is presently
intentionally cbncealed and unavailable absent a
Subpoena, but whose business and activities relevant to
this Complaint took place substantially within tﬁis

District.

3. Upon Information and belief, Defendant 7chan.org is an
internet web site whose owner information is presently
intentionally concealed and unavailable absent a
Subpoena, but whose business and activities relevant to
this Complaint took place substantially within this

District.

4. Upon information and belief, Defendant Ebaumsworld.com |

is an internet web site whose owner information shows an ‘
address of eBaums World PO BOX 18091 Rochester, New York

14618 , but whose business and activities relevant to
this Complaint took place substantially within this

District

5. Upon information and belief, Defendant Nexisonline.net

is an internet web site whose owner information indicates
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it is a California corporation, Nexis Entertainment
located at 1675 Garnet Lane Concord, CA 94519 but whose
business and activities relevant to this Complaint took

place substantially in this District

6. Upon information and belief, Defendant Abjects.com is
an internet web site whose owner information shows it is
a corporation Velocity Enterprises 1006 E. Market St,
York, PA 17320 whése business and activities relevant to

this Complaint took place substantially within this

District.

7. Upon information and belief, Defendants John Doe 1-1000
are presently unknown individuals acting in concert with
the named Defendants above, and whose activities relevant

to this Complaint took place substantially within this

District.

II. JURISDICTION AND VENUE

8. This Court has original jurisdiction over Plaintiff’s
claims pursuant to 28 U.3.C. 1338 (a} (original
jurisdiction in cases involving infringement of

Copyright), 28 U.S.C. 1331 (federal question) and 28

U0.5.C. 1367(a) (supplémental jurisdiction)
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9. The matter in controversy exceeds the sum of $50,000
’exclusive of interest and costs

10. Venue is proper in this judicial District pursuant to
28 U.S.C. 1391 (b) {2} because a substantial part of the
actions giving rise to Plaintiff’s claim have occurred in

this District.

ITI. FACTUAL BACKGROUND

A. The Business of the Plaintiff

11. Plaintiff owns a Computer Server which is co-located
in a Data Center in Parsippany, NJ. Through this
computer server, Plaintiff engages in Interstate Commerce
by operating several internet web sites,
HalTurnerShow.com, TurnerRadioNetwork.com,
PrivateWebHosting.org. Through these sites, Plaintiff
provides web site hosting services for individuals and
groups needing such services and provides interstate
communication services for the broadcast of cyber-radio
shows by Plaintiff and other individuals and groups. One

. such cyber-radio show is “The Hal Turner Show.” While it
is being-broadcast live on the Internet “The Hal Turner
Radio Show” (hereafter referred to as “The Show”) is the
single, most-listened-to talk radio program in the entire

world on the America Online (AOL) /SHOUTcast internet

streaming audio system. While it airs, The Show has more
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listeners on the internet than radio station WNYC AM 820,
in New Yo;k City; more listeners on the Internet than
radio station WBUR 90.9 FM in Boston, MA; and is growing
in popularity and listenership. The reasons The Show is
50 popular has to do with unfettered free speech afforded
to callers and exercised by Plaintiff as Host. Pecple
can call-in and use any language or terminology they
choose, to express their thoughts or feelings about
social, political, cultural, racial or religious issues,
without fear of being censored or cut off. The Show is
the literal embodiment of the First Amendment to the
Constitution for The United States of America. The Show

is a national treasure. .

12. Allowing and exercising such unfettered free speech
has caught the attention of a number of self-anointed
arbiters of political correctness who seem to think they
have a right to decide for others, what should and shbuld‘
not be allowable public discourse. These self anointed,
politically correct tyrants have, for the six years that
the Shéw has aire&, used every method possible to stifle,
censor, smear, vilify, besmirch, disrupt, interrupt and

shut down The Show. All their efforts have failed, until

now.
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B: Actions Leading To This Complaint

13. At some point prior to December 20, 2006, a group of
self-anointed tyrants utilized an internet relay chat
(IRC) known as irc.abjects.com in a chat room called .

*halturner, to concoct and implement a scheme to disrupt

The Show by placing dozens of crank calls while the show

aired. Since callers to The Show are not pre-screened

for content, they were able to get on the air and pull

their pranks, thus successfully disrupting the program

for the three hours it aired.

14. After The Show ended, Plaintiff decided to research
the Caller ID for phone lines coming into The Show. The
research allowed plaintiff to identify five or six

- specific telephone numbers that had repeatedly called Thel
Show. Two days later, on December 22, 2006, Plaintiff
chose to publicly release those phone numbers via the web
site HalTurnerShow.com as a warning to others.not to

engage in that type of activity anymore.

15. When Plaintiff released those phone numbers, the John
Doe Defendants named in this action at law - and hundreds

of their John Doe cohorts from the Defendant’s web sites

- became enraged that Plaintiff dared to fight back.




16. Later, on or about Deceﬁbe; 23, 2007, one or more of
the Joﬁn Does posted to the internet Plaintiff’s
bersonal, private, unlisted home telephone number énd the
private unlisted home telephone‘number of Plaintiff’s 62

year old mother, Kathleen Diamond in Tunkhannock, PA.

17. Within hours of the publishing of the private unlisted
home telephone numbers above, Plaintiff began to receive
dozens of harassing, abusive and threatening calls. The

first such call was received by Plaintiff’s wife, Phyllis
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Turner. Plaintiff later came to find that the John Doe

Defendant caller recorded that call and publicly
I published the audio on the Internet for others to hear in%
: diréct violation of 47 U.S.C. 605(a). This had the
effect of encouraging hundreds of others to engage in the!
same activity. These calls continued intoc all hours of
the day and night, continued throughout Christmas Eve and
Christmas Day and became so bothersome that Plaintiff had

te shut off his telephoﬁe and, ultimately, change his

telephone number.

18. Almost simultaneously with the calls to Plaintiff’s

home, Plaintiff’s 62 year old mother who lives with her

70 year old husband in Tunkhannock, PA, started receiving
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similar calls. So determined were these John Doe
Defendants to disrupt and harass, they éontinued to place
these harassing and threatening calls throughout
Christmas Eve and even on Christmas Day. These calls
became so bﬁthersome to Plaintiff’s mother and her
husband - who is recovering from Leukemia - they toc had

to change their telephone number.

19. At or about 12:30 PM EST on December 23, 2008,
Plaintiff.examined the real-time, graphical data-flow

g chart for his computer server. That real-time graphical

I |

| data-flow chart showed the computer server had begun to
receive extraordinary amounts of internet data traffic.
Data flow out of the computer server suddenly increased
about 100 times the normal rate. This became very
worrisome very quickly because Plaintiff must pay for all%
data that flows into and out of the computer server.
Plaintiff logged-in to the administrative area of the
computer server and called up a “Netstat” report to
identify what connections were beihg made to the computer:
server. Plaintiff found thousands of simultaneoﬁs
connections from dozens of users, but these connections
were strange: They were emanating from the same Internet

Presence {IP) addresses. These connections to

Plaintiff’s computer server were systematically and
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deliberately calling for, and receiving, tens of.
thousands of exact duplicate copies of Plaintiff’sfweb
sites and / or exact duplicates of certain files on those
sites. These exact duplicates were all going to the

exact same computers on the exact same day(s).

20. In common internet parlance, data flow into and out of

21.

a computer server is known as “bandwidth” and the type of
activity described in #18 above, being done to
Plaintiff’s computer server, is commonly called
“Bandwidth rape.” It is a malicious form of data
leeching activity designed specifically to suck the data
out of a web site, so thoroughly and for so long, that
the site is financially killed by increased bandwidth

costs.

Upon realizing what was happening, Plaintiff began to
analyze the logs of connections to the computer server‘
using the “Netstat” command which shows all connections.
Those logs helped to isolate and allow the blocking of
the offending IP addresses. Plaintiff contacted the data
center where the server is located and asked them to

begih blocking the worst offending IP addresses. They

did. The server bandwidth started returning to normal.
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22. Apparently, the attackers realized they were being

blocked out, so they publicly published messages on the
one or more of the Defendants web sites, asking others to
join in the attacks and providing detailed instructions
about how to perpetrate the attacks. The data flow once
again jumped to 100 times normal. Late in the day on
December 23, or early in the‘morning on December 24,
Plaintiff decided to temporarily shut off the web sites

'hoping that the attackers would go away.

23. Over the Christmas heliday, Plaintiff researched
Bandwidth rapé and learned that it can be defended
against by installing a file which tells automated
software that Plaintifffs sites will not accept their
use. Plaintiff installed on the computer server a file
called “robots.txt” which instructs automated software
that my computer server will- not accept their
connections. Plaintiff thought the problem was solved.

It was not.

24. On December 26, 2006 Plaintiff turned the web sites
back on and almost immediately attacks began anew, but in

a différent, more destructive form: SYN-ACK data packet

floods.
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25. When one computer tries to communicate with another
computer over the Internet, the origin computer sends a
“SYNCHROﬁIZE (SYN}” data packet to the target computer it
is trying to reach. This data packet tells the target
computer to prepare to communicate with the origin
computer via certain internet addresses, IP’s. The
taréet computer then sets aside a small amount of its
resources to be able to handle whatever the origin
computer needs and sends and ACKNOWLEDGEMENT (ACK)} data
packet to the origin computer saying it is.ready to
communicate. In a SYN-ACK flood attack, the origin
computers deliberately send a SYN data packet but never
follow through with communication. This is a malicious
act because as the target computer sets aside resources
to prepare to communicate with tensrof thousands of thése
origin SYN requests, the rescurces of the target computer
get used up, making the computer unable to continue
handling other, legitimate SYN requests. This type of
activity is specifically designed to cause the target
computer to Be unévailable te legitimate users, who, when
they try to connect, can get no reply from the targeted

computer because its resources have become overloaded.

26. Since SYN-ACK data packets are absolutely essential

to the proper operation of computer communication via the
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internet, there is absolutely no technological defense

that Plaintiff is aware of, which can prevent this type
of attack. As such this type of activity - designed to
make data unavailable - was specifically outlawed by the

Computer Fraud and Abuse Act 18 USC 1030,

27. For the pu#poses of this Complaint, Plaintiff’s
computer server is a “protected computer” as defined in
18 USC 1030 because it is “used in interstate commerce”
for the purpose of “communication.” Hence, the provisions
of 18 USC 1030 apply to Plaintiff’s computer server.

28. On December 28, 29 and 31, 2006, additional SYN-ACK
attacks were launched against Plaintiff’s computer,
fiooding it with upwards-of 100 times the normal inbound |
data, which Plaintiff has to pay for, and making it
impossible for the computer server to handle legitimate
communication requests. On December 31, 2006( Plaintiff j
had to shut off his web sites again to protect from being

Bankrupted by these attacks.

29. On or about Tuesday, December 26, Plaintiff received
an e-mail from a local Papa Johns Pizza Store advising
they were filling my internet order for about $93 in

pizza and stating the pizzas would be delivered soon.

Plaintiff placed no such order. Plaintiff ecalled the
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store to cancel it and told them it was a case of WIRE

FRAUD.

30. On or about Wednesday, December 27, Plaintiff once
again aired “The Hal Turner Shﬁw” which ended around
11:00 PM EST. At about 1:06 AM on Thursday, December 28,
our home doorbell rang'waking up Plaintiff and his
family. It was a Pizza delivery from a local pizza
store, filling another Pizza order which Plaintiff did
not place. The pizza delivery man showed me his delivery
slip which showed Plaintiff’s name, address and telephone
number. Plaintiff placed no such ordef. Plaintiff told .

the delivery person this was another case of WIRE FRAUD.

31. On or about Frida?, Décember 29, at about 1:00 in the
afterncon, Plaintiff’s home doorbell rang again with yet
another pizza delivery, this one-telephoned into the
pizza shop by someone fraudulently claiming to be
Plaintiff, but which Plaintiff did not order. As before,
the pizza delivery man showed Plaintiff a delivery slip
with Plaintiff’s name, address and home telephone number.

Plaintiff placed no such order and told the delivery

person this was another case of WIRE FRAUD.
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