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THE HONORABLE JOHN C. COUGHENOUR

UNITED STATES DISTRICT COURT
WESTERN DISTRICT OF WASHINGTON AT SEATTLE

ZANGO, INC,,
NO. 07-CV-0807 JCC
Plaintiff,
DECLARATION OF MICHAEL
v, ROSENBERGER
KASPERSKY LARB, INC,,
Defendant.

MICHAEL ROSENBERGER states and declares as follows:

I. Identity and Competency, Iam one of the attorneys representing plaintiff in this

action. I have personal knowledge of the matters stated herein and I am competent to testify to
these matters.

2. Declaration of Kevin Osborn. Attached hereto is a true and accurate copy of the

Declaration of Kevin Osborn, dated June 1, 2007, and filed in Zango. Inc. v. PC Tools PTY,

Ltd., United States District Court for the Western District of Washington, Cause No. 07-CV-

0797 ICC.
DECLARATION OF MICHAEL ROSENBERGER - | GORDBON TILDEN THOMAS & CORDELL LLP
WNo. 07-CV-0807 1001 Fourth Avenue, Suite 4000

Seattle, WA 98154
Phone (206) 467-6477
Fax (206) 467-6292
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1 declare under penalty of perjury under the laws of the State of Washington that the

foregoing is true and correct,

DATED this 4" day of June, 2007 at Seattle, Washington.

v a

DECLARATION OF MICHAEL ROSENBERGER -2
No. 07-CV-0807

Michael Rosenberger

GORDON TILDEN THOMAS & CORDELL LLP
1001 Fourth Avenue, Suite 4000
Seattle, WA 98154
Phone (206} 467-6477
Fax (206) 467-6292
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CERTIFICATE OF SERVICE

[ hereby certify that on June 4, 2007, I electronically filed the foregoing with the Clerk of

the Court using the CM/ECF system which will send notification of such filing to the following

persons:

J. Ronaid Sim
irsim(@stoel.com

s Maren R. Norton
mnorton(stoel.com

e Conor F. Farley
ciarlevihollandhart.com

e Tarek F.M. Saad
tfsaad(@hollandhart.com

Jeffrey I. Tilden, WEBA #122

Michael Rosenberger, WSB

#17730

1001 Fourth Avenue, Suite 4000
Seattle, WA 98154-1007
Telephone: 206-467-6477

Facsimile:

206-467-6292

itilden@gordontilden.com

mrosenberger@meordontilden.com

Attorneys for Plaintiff Zango, Inc.

DECLARATION OF MICHAEL ROSENBERGER -3
No. 07-CV-0807

GORDON TILDEN THOMAS & CORDELL LLI
1001 Fourth Avenue, Suite 4000
Seattle, WA 98154
Phone (206) 467-6477
Fax (206) 467-6292
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THE HONORABLE JOHN C. COUGHENOUR

UNITED STATES DISTRICT COURT
WESTERN DISTRICT OF WASHINGTON AT SEATTLE

ZANGO, INC,,
NO. 07-Cv-00797 ICC
Plaintiff,
DECLARATION OF KEVIN
v, OSBORN
PCTOOLS PTY, LTD.,
Defendant.

KEVIN OSBORN declares under penalty of perjury pursuant to the laws of the State of
Washington as follows:

1. Identity and Competency. My name is Kevin Osborn. I am over the age of 18.

I have personal knowledge of the matters stated below and I am competent to testify to these
matters.

2. Zango Employment. I am employed by Zango, Inc. (“Zango™) as its Associate
General Counsel. Zango’s main office is located in Bellevue, Washington. I am one of Zango’s
two in-house lawyers and part of the company’s eight-person Law and Corporate Affairs
department. | am responsible for managing all of Zango’s litigation activity and its day-to-day
compliance-related efforts. T am a member of the bar in Washington and Illinois.

DECLARATION OF KEVIN OSBORN- 1 GORDON TILDEN THOMAS & CORDELL LLP
No. 07-cv-00797 1001 Fourth Avenue, Suite 4000
Seattle, WA 98154

Phone (206) 467-6477
Fax {206) 467-6292
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3. My Background. Iam a 1990 graduate of Northwestern University School of

Law in Chicago, Illinois, where I served as Editor-in-Chief of the Northwestern University Law
Review (1989-90). Following law school, I had the honor of working as a law clerk for two
federal judges: The Honorable Marvin E. Aspen (N.D. Ill., Chicago, 1990-92) and

The Honorable Betty B. Fletcher (9th Cir., Seattle, 1992-93). Thereafter, 1 joined the
Seattle-based Perkins Coie LLP law firm in 1993, where I became a partner effective January 1,
2000. I left Perkins Cote in June 2005 for Zango, then known as 180solutions, Inc. [ have
worked at Zango almost exactly two years now.

4, ITC Contact. Zango received a Civil Investigative Demand (“*CID”) from the
Federal Trade Commission (“FTC”) in September 2005. The nature and scope of the
investigation was described in the CID as directed at determining whether “unnamed persons,
partnerships or corporations have been or are engaged in the deceptive or unfair use of e-mail,
metatags, computer code or programs, or deceptive or unfair practices involving Internet-related
goods or services,” potentially in violation of FTC Act §§ 50r 12 (15 U.S.C. §§ 45, 52 (as

amended)).

3. Resolution with FTC. The CID coytainecl both interrogatories and requests for
the production of documents. I worked on Zango’s response to the CID beginning immediately
upon our receipt of that document. That work continued through the FTC’s review of over 1.3
million documents produced by Zango, negotiation and resolution of the FTC’s investigation
via a settlement and consent agreement, and coordination of independent, written reports
documenting Zango’s compliance with the terms of the consent agreement. Exhibit A hereto is
the consent agreement, also available online at the FTC’s web site at

http://www.fic.gov/os/caselist/0523130/0523130c4186decisionorder.pdf. At the risk of stating

DECLARATION OF KEVIN OSBORN- 2 GORDON TILDEN THOMAS & CORDELL LLP
No. 07-cv-00797 1001 Fourth Avenue, Suite 4000
Seattle, WA 98154
Phone (206) 467-6477
Fax (206) 467-6292
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the obvious, the FTC had the option of declining to reach a settiement with Zango. lIts
alternatives included at least the following: litigating its proposed complaint against Zango in
federal court (or elsewhere), up to and including a trial at which it would try to prove its
allegations; or seeking an immediate shut-down of the company via a request for injunctive
relief, whether preliminary or permanent,

6. FTC Consent Agreement. The FTC consent agreement was not “final” until
March 7, 2007. The wording, however, was agreed upon no later than November 3, 2006
(when the agreement was announced publicly) and did not change thereafter. The key provisions
of Zango’s consent agreement with the FTC and the context in which that agreement exists are as
follows.

a. Post-January 1, 2006 Installation Not at Issue. First, Zango demonstrated

to the FTC that installations of its software occurring on computers on or after January 1,

2006 presented no issues relative to the substantive areas addressed by the FTC in the
consent agreement — namely, that consumers must give express consent for the
nstallation of the software following clear and conspicuous notice; that ads served by the
software are labeled as such; that channels are provided to enable customer feedback and
complaints (and that adequate responses to those communications are timely made), and
that customers have access to simple and standard uninstallation tools to remove the
software from their computers if they so desire. That January 1, 2006 date is an integral
element of the consent agreement. Exhibit A at 3 (definition of “Legacy program” as
Zango application “installed on a consumer’s computer prior to January 1, 2006”);

id. at 4, § I (Zango may communicate with and cause advertisements to be displayed by

non-legacy program applications — i.e., those installed after January 1, 2006).

‘DECLARATION OF KEVIN OSBORN-3 GORDON TILDEN THOMAS & CORDELL LLP
No. 07-cv-00797 1001 Fourth Avenue, Suite 4000
Seattle, WA 98154
Phone (206) 467-6477
Fax (206) 467-6292
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b. Payment. Zango agreed to a payment to the FTC of $3 million, in three
equal installments. The first such installment payment has been made.

C. Continuing FTC Authority. The FTC consent agreement requires Zango

to demonstrate that it is in compliance with the agreement. The consent agreement will
terminate no earlier than March 7, 2027, and the FTC may at any time order that Zango
submit “a report, in writing, setting forth the manner and form in which they have
complied with th[_e] order.” A written report as required under the consent agreement
was submitted to the FTC on or about May 7, 2007. See May 7, 2007 report attached to
Richard Purcell’s declaration.

d. Future Potential Penalties. The potential substantial monetary penalties

for a violation of the consent agreement could result in Zango being unable to continue
its business operations, meaning the end of a company started in 1999 and presently
employing approximately 230 employees in six offices spread over four countries.

The company and its employees understand that remaining in compliance is not a goal,
but a mandate.

e. Compliance Reporting. The compliance reports required under the

consent agreement must be accorded high priority and be prepared by someone granted
full and unfettered access to the company’s procedures, software code, policieé, and
employees. Zango elected to engage Richard Purcell to prepare its compliance reports,
and gave him that access. Mr. Purcell’s declaration is part of Zango’s moving papers in
this matter. As noted above, attached to his declaration is his May 7, 2007 report as
submitted to the FTC. Exhibit B hereto is Mr. Purcell’s December 13, 2006 preliminary

report, also as submitted to the FTC.

DECLARATION OF KEVIN OSBORN-4 GORDON TILDEN THOMAS & CORDELL LLP
No. 07-cv-00797 F001 Fourth Avenue, Suite 4000

Seattle, WA 98154
Phone (206) 467-6477
Fax (206) 467-6292
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f. Settlement, Not Admission of Substantive Facts. The consent agreement

documents a settlement between Zango and the FTC. The consent agreement specifically
and unambiguously notes that “the signing of the agreement is for settlement purposes
only and does not constitute an admission by [Zango] that the law has been violated as
alleged in [the FTC’s draft] complaint, or that any of the facts as alleged in such
complaint, other than jurisdictional facts, are true.” Exhibit A at 1.

g. Mr. Edelman’s Assessment is Wrong. PC Tools’ declarant Ben Edelman

fundamentally mischaracterizes the consent agreement in his declaration. For example,
at § 38, Mr. Edelman suggests that “the FTC demands disclosure of all material effects —
crucially including detriments.” He cites to page 3 of the consent agreement as supporl
for his italicized phrase “all material effects,” but that phrase does not appear at page 3 or
elsewhere. In fact, the phrase at issue, included at page 3 in the definition of

“Express consent,” is “the material terms.” In other words, Zango is required to provide
to potential users of its software, prior to the installation of that software, a clear and
prominent disclosure of “the material terms of such software program’ apart from the
often more comprehensive discussion included in an End User License Agreement.
Zango does precisely that.

7. Zango in Complete Compliance. Mr. Purcell’s conclusion — in both of his

compliance reports — is that Zango is in complete compliance with the consent agreement.
That conclusion, from a highly respected computer privacy énd security expert who has been
given free rein to “look under the hood” at Zango, speaks for itself — and speaks volumes.
Mr. Purcell’s credentials are set forth in more detail in his declaration and the biographical

information attached thereto.

DECLARATION OF KEVIN OSBORN- 5 GORDON TILDEN THOMAS & CORDELL LLP
No. 07-cv-00797 1001 Fourth Avenue, Suite 4000
Seattle, WA 98154
Phene (206) 467-6477
Fax (206) 467-6292
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8. FTC Responded to Comments, Including Those of Mr. Edelman. As noted above,

the Zango-FTC settlement and consent agreement was announced publicly on November 3,
2006. By law, a period of public comment then opened to permit receipt and consideration of
input from the public, so-called citizen watchdog groups, academics, industry professionals, and
others. The FTC received comments, including from PC Tools® declarant Ben Edelman.

See Exhibit C (attached). The FTC responded to those comments (including specifically those
from Mr. Edelman mirroring his litany of alleged “violations” of the consent agreement, Y 34-
41 of his declaration), noting that it had gleaned nothing from that input that suggested the
settlement and consent agreement ought to be rescinded, reconsidered, or altered. See Exhibit D
(March 7, 2007 correspondence from the FTC), also available on the FTC’s web site at
http://www . ftc.gov/os/caselist/0523130/0523130c41 86lettercommenterskowesedelman. pdf.

9. Zero Nepative Feedback from FTC. Nearly six months have passed since the

initial Purcell compliance report was submitted to the FTC in December 2006. I am aware of no
indication from, or suggestion by, the FTC that it believes Mr. Purcell’s compliance reports
contain errors or that Zango is, or has ever been, out of compliance with the consent agreement.
Given my position at Zango, and my intimate invelvement with the CID process from start to
present, I have no doubt that I would be aware of any such communication.

10.  FTC On-Site Visit Three Weeks Ago Raises No Issues. Indeed, Zango hosted

two Washington, D.C.-based FTC lawyers at its offices in Bellevue on May 10, 2007, for a day
of meetings and discussions about the company, its business model, current software distribution
practices, and related subjects. One of those lawyers had been closely involved in the CID
process. There was no indication during (or after) these meetings on May 7 that the FTC thought

Zango to be out of compliance with the consent agreement,

DECLARATION OF KEVIN OSBORN- 6 GORDON TILDEN THOMAS & CORDELL LLY
No, 07-cv-00797 1001 Fourth Avenue, Suite 4000
; Seattle, WA 98154
Phone (206) 467-6477
Fax (206) 467-6292
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11, Further Response to Mr. Edelman. The Zango-FTC settlement and consent

agreement codified ana formalized a resolution of the FTC’s September 2005 CID and
investigation of the company’s practices, but it is inaccurate to say (as Mr. Edelman does in his
declaration) that the setilement “required widespread changes to Zango’s business practices —
including ceasing nonconsensual installations onto users’ computers.” Edelman Decl. at § 32.
Zango cooperated in the investigation from the very start and the consent agreement actually
memorializes what Zango in large measure was already doing on its own. Zango did change its
business model dramatically, but it had already made the most significant of those changes prior
to January 1, 2006 — including a change to its distribution practices that no longer permitted its
distribution partners to have access to Zango’s software code. That practice all-too-often had
resulted in nonconsensual installations of the software despite contractual prohibitions relating to
that practice. The changes made by Zango throughout the summer and fall of 20035 are reflected
in the consent agreement regarding Zango’s post-January 1, 2006 practices, including those
relating to software distribution. See § 6(a), supra.

12, Edelman Bias. Mr. Edelman’s bias against Zango is well-known. His declaration
in this matter carefully limits the specific discussion of his paid “expert” experience to those
matters in which he provided oral testimony. Conveniently, that permits him to omit reference to
his “expert” services rendered on behalf of putative class action plaintiffs against Zango in a case
mentioned in passing in the TRO Opposition (at 2) and in Mr. Saad’s declaration (at Exhibit 2).
That matter, Simios v. 180solutions, Inc., Case No. 05 C 5235 (N.D. IlL., filed Sept. 13, 2005),
was dismissed — with prejudice — when it became clear that the primary putative class
representative had never had Zango/180solutions software installed on his computer. One might

have expected the putative plaintiffs’ expert to have inspected the computer on which claims of

DECLARATION OF KEVIN OSBORN- 7 GORDON TILDEN THOMAS & CORDELL LLP
No. 07-cv-00797 1001 Fourth Avenue, Suite 4000
Seattle, WA 98154
Phone (206) 467-6477
Fax (206) 467-6292
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nonconsensual installation of Zango/180solutions software were based, but in this instance it
appears that inspection by Mr. Edelman either never occurred or he was unable to actually make
the requisite identification. In any event, in an after-the-fact declaration he was reduced to
confessing that he relied on the putative plaintiff’s description of having removed the software
and on certain alleged indicators supposedly consistent with said removal. The case was
disnussed, with prejudice. Mr. Edelman does not list that matier prominently, his most
significant prior Zango contact, in his marketing materials or biographical sketch.

I declare under penalty of perjury pursuant to the laws of the State of Washington that the
foregoing is true and correct,

DATED this 1st day of June, 2007, at Bellevue, Washington.

Lol

Kevin Osborn

DECLARATION OF KEVIN OSBORN- 8 GORDON TILDEN THOMAS & CORDELL LLP
No. 07-cv-00797 1001 Fourth Avenue, Suite 4000
Seattle, WA 98154
Phone (206) 467-6477
Fax (206) 467-6292
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CERTIFICATE OF SERVICE
I hereby certify that on June 1, 2007, I electronically filed the foregoing with the Clerk of

the Court using the CM/ECF system which will send notification of such filing to the following

persons:
o ] Ronald Sim
irsim({@stoel.com
¢ Maren R. Norton
mnorton(mstoel.com
* Conor F. Farley
cfarley(@hollandhart.com
o Tarek F.M, Saad
tsaad(@hollandhart.com
/s/
Jeffrey 1. Tilden, WSBA #12219
Michael Rosenberger, WSBA #17730
1001 Fourth Avenue, Suite 4000
Seattle, WA 98154-1007
Telephone: 206-467-6477
Facsimile: 206-467-6292
itilden(@gordontilden.com
mrosenberger@gordontilden.com
Attorneys for Plaintiff Zango, Inc.
DECLARATION OF KEVIN OSBORN- § GORDON TILDEN THOMAS & CORDELL LLP
No. 07-cv-00797 1001 Fourth Avenue, Suite 4000

Sealtle, WA 98154
Phone (206) 467-6477
Fax (206) 467-6292
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052 3130
UNITED STATIS OF AMERICA
FEDERAL TRADE COMMISSION
COMMISSIONERS: Deborah Platt Majoras, Chairman

Pamela Jones Harbour
Jon Leibowitz
William E. Kovacic
J. Thomas Rosch

In the Matter of

ZANGO, INC. {/I/a 130SOLUTIONS,

INC.,

a corporation,
KEITH SMITH, DOCKET NO. C-4186

individually and
as an officer of the corporation, and

DANIEL TODD,
individually and
as an officer of the corporation,

DICISION AND ORDER

The Federal Trade Commission having initiated an investigation of certain acts and.
practices of the Respondents named in the caption hereof, and the Respondents having been
furnished thereafter with a copy of a draft of complaint which the Bureau of Consumer
Protection proposed to present to the Commission for its consideration and which, if issued by
the Commission, would charpge the Respondents with violation of the Federal Trade Commission

Act; and

The Respondents, their attorneys, and counsel for the Commission having thereafter
executed an agreement containing a consent order, an admission by the Respondents of all the
jurisdictional facts set forth in the aforesaid draft complaint, a statement that the signing of the
agreement is for settlement purposes only and does not constitute an admission by the
Respondents that the law has been violated as alleged in such complaint, or that any of the facts
as alleged in such complaint, other than jurisdictional facts, are true, and waivers and other
provisions as required by the Commission’s Rules; and

The Commission having thereafter considered the matter and having determined that it
had reason to believe that the Respondents have violated the Act, and that complaint should issue

Exhibitﬁ'_rageﬂ__
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stating its charges in that respect, and having thereupon accepted the executed consent agreement
and placed such agreement on the public record for a period of thirty (30) days for the receipt and
consideration of public comments, and having duly considered the comments received from
interested persons pursuant o section 2.34 of its Rules, now in further conformity with the
procedure preseribed in § 2.34 of its Rules, the Commission hereby issues its complaint, makes
the following jurisdictional findings, and enters the following order:

I Respondent Zango, Inc. f/lk/a 180solutions Inc. is a Washington corporation with its
principal place of business located at 3600 136th Piace SE, Bellevue, Washington 98006.

Individually or in concert with others, he formulates, directs, contrals, or participates in the
policies, acts, or practices of the corporation, including the acts and practices alleged in the draft
complaint. Fis principal office or place of business is the same as that of Zango, Inc. f/k/a

| B0solutions, Inc.

2 Respondent Keith Smith is a founder and officer of the corporate Respondent.

3. Respondent Daniel Todd is a founder and officer of the corporate Respondent.
Individually or in concert with others, he formulates, direcis, controls, or participates in the
policies, acts, or practices of the corporation, including the acts and practices alleged in the draft
complaint. His principal office or place of business is the same as that of Zango, Inc. f/l/a

1 80solutions, Inc.

4. The Federal Trade Commission has jurisdiction of the subject matter of this proceeding
and of the Respondents, and the proceeding is in the public interest.
ORDER

DEFINITIONS
For purposes of this order, the following definitions shall apply:
t, Unless otherwise specified, “Respondents™ means Zango, Inc. f/l/a |1 80solutions, Inc., its
successors and assigns, and their officers; Keith Smith, individually and as an officer of the
corporation; and Daniel Todd, individually and as an officer of the corparation; and each of the
above’s agents, representatives, and employees.
2. “Affiliate program™ means any program whereby any person or entity agrees to
disseminate, distribute, or download any software program or application onto consumers’

compuiers, on behalf of Respondents.

3. *Affiliate” means any person or entity who participates in an affiliate program,

Page 2 of 11
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4, “Assist others” means knowingly providing any of the following services to any person or
entity: (a) developing, supplying, distributing, or publishing any software program, product, or
service; or (b) formulating, developing, or providing, or arranging for the formulation,
development, or provision of, any Internet advertising or marketing content for any person or
entity; or {c) performing advertising or marketing services of any kind for any person or entity.

5. “Clear(ly) and prominent(ly)” shall mean that, in an electronic medium, the disclosure
shall be: (a) unavoidable; (b) of a sizc and shade, and shall appear on the screen for a duration,
sufficient for an ordinary consumer to read and comprehend it; (¢} in understandable language
and syntax; and (d) additionally, in connection with each advertisement or promotion for the
download or installation of any soltware program or application, shall be presented on the
principal screen or landing page of each advertisement or promotion, and prior to the consumer
downloading or installing such software program or application. Nothing contrary to,
inconsistent with, or in mitigation of the disclosure shali be used in any advertisement or
promotion.

6. “Commerce”™ means as defined in Section 4 of the Federal Trade Commission Act, 15
US.C.§44.

7. “Express consent” shall mean that, prior to downloading or installing any software
program or application to consumers’ computers: (a) Respondents clearly and prominently
disclose the material terms of such software program or application prior to the display of, and
separate from, any final End User License Agreement; and (b) consurers indicate assent to
download or install such software program or application by clicking on a button that is labeled
to convey that it will activate the download or installation, or by taking a substantially similar
action.

8. A “security vulnerability” is a weakness, flaw, or bug in a software program or
application that can be used to increase nceess privileges to a computer system, compromise data
stored on it, or conirol its operation.

5. “Legacy program® shall mean any software program that: (a) is owned or controlled by
Respondents; and (b) was installed on a consumer’s compuler prior to January 1, 2006.

10, The *World Wide Web” or the “*Web” s a system used on the Internet for cross-
referencing and retrieving information. Documents (“webpages™ or “websites™) on the World
Wide Web are most frequently formatted in a language called HTML or HyperText Markup
Language, that supports links to other document(s on the World Wide Web.

11. A “website” is a set of electronic files or documents, usually a home page and subordinate

pages, readily viewnable on a computer by anyone with access to the Web and standard Intemnet
browser software.

Page 3 of 11
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12. A “web browser” is a software application used to view, download, upload, surf, or
otherwise access documents (“webpage(s)” or “website(s)”) on the World Wide Web. Web
browsers read coded documents that reside on servers, and interpret the coding into what users
sec rendered as a webpage or website. A user may retrieve and view a webpage or website by
entering the Uniform Resource Locator (“URL”) or domain name of the webpage in the address
bar of the web browser.

IT IS ORDERED that Respondents, directly or through any person, corporation,
subsidiary, division, affiliate, or other device, shall not use any legacy program to display any
advertisement 1o, or otherwise commumicate with, a consumer’s computer. The provisions of
Part I do not apply to any software program or application that was owned or controlied by

Hotbar, Inc.

1L

IT IS FURTHER ORDERED that Respondents, directly or through any person,
corporation, subsidiary, division, affiliate, or other device, ghall not publish, disseminate, or
distribute or assist others in publishing, disseminating, or distributing, on or through the Internet,
the World Wide Web, any bulletin board system, File Transfer Protocol (“FTP”), electronic-mail,
instant message, webpage, or website in or affecting commerce, any software script, code, or
other content in order to exploit a security vulnerability of any computer operating system, web
browser, or other application to download or install onto any computer any software code,
program, or conient.

11T,

IT 1S FURTHER ORDERED that Respondents, directly or through any person,
corporation, subsidiary, division, affiliate, or other device, in connection with the advertising,
promation, marketing, offering for sale, sale, or provision of any goods or services on or through
the Internet, the World Wide Web, or any webpage or website in or affecting commerce, shall not
install or download, or assist others in installing or downloading, any software program or
application without express consent.

TV.

IT IS FURTHER ORDERED that Respondents, directly or through any person,
corporation, subsidiary, division, affiliate, or other device, in connection with the advertising,
promotion, marketing, offering for sale, sale, or provision of any goods or services on or through
the Internet, the World Wide Web, orany webpage or website in or affecting commerce, shall;
(1) establish, implement, and maintain a functioning email address or other Internet-based
mechanism for consumers to report complaints regarding Respondents’ practices;
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(2) conspicuously disclose the existence of such reporting mechanism on Respondents’ websites;
(3) use best efforts to associate each such complaint correctly with the software, application,
website, or good or service that is the subject of the complaint; and (4) receive and respond to
such complaints, whether received directly or indirectly, in a timely manner via email or other
Internet-based mechanism.

V.

ITIS FURTHER ORDERED that Respondents, directly or through any person,
carporation, subsidiary, division, affiliate, or other device, in connection with the advertising,
promotion, marketing, offering for sale, sale, or provision of any goods or services on or through
the Internet, the World Wide Web, or any webpage or website in or affecting commerce, shall
establish, implement, and thereafier maintain, a comprehensive program that is reasonably
designed 1o ensure that affiliates obtain express consent before installing Respondents” software
program or application onto consumers’ computers. Such measures shail include, at 8 minimum
and without limitation, the following:

A, Obtain contact information from any prospective participant in any affiliate

program. In the case of a natural person, Respondents shall obtain the prospective

~ participant’s first and last name, physical address, country, telephone number,
email address, and complete bank account information as to where payments are
to be made. In the case of corporations, partnerships, proprietorships, limited
fability companies, organizations, associations, cooperatives, agencies, or ather
legal entilies, Respondents shall obtain the first and last name, physical address,
country, telephone number, and email address for the natural person who awns,
manages, or controls the prospective participant, and complete bank account
information as to where payments are to be made;

B. Prior to any such prospective participant’s acceptance into any affiliate program,
(1) provide each such-person a copy of this order; (2) obtain from each such
person a signed and dated statement acknowledging receipt of this order and
expressly agreeing to comply with this order; and (3) provide written notice that
engaging in acts or practices prohibited by this order will result in immediate
termination of any affiliate program account and forfeiture of 21l monies earned or
owed. Any electronic signature that Respondents obtain pursuant to this Part
must comply with the signature requirements of the Electronic Signatures in
Global and National Commerce Act (“E-Sign Acl™), 15 U.S.C. § 7001 e/ seq.;

C. Require each affiliate to: (1) provide identifying information to Respondents,
including the same types of information as required by Subpart A of this Part,
concerning that affiliate’s sub-affiliates, employees, agents, or sub-contractors
who download or install any software program or application onte consumers’
computers on Respondents’ behalf; (2) provide each such person with a copy of
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