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The Honorable John C. Coughenour
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I. INTRODUCTION

Kaspersky claims that “Zango is suing anti-virus software for being anti-virus software.”
Motion at 2:1. No, Zango is suing Kaspersky because Kaspersky’s software, Kaspersky Internet
Security (“KIS”), behaves like the very “malware” or “badware” from which it purports to
protect consumers. Zango alleges, and will prove at trial, that Kaspersky’s software disables a
consumer’s Zango software without the consumer’s consent and despite the consumer having
knowingly and intentionally contracted to receive Zango’s applications. Just as a police officer
who engages in criminal activity enjoys no immunity simply because he has been entrusted to
fight criminal activity, Kaspersky does not get a “free pass” to engage in tortious activity merely
because it sells anti-spyware software.

StopBadware.org is an initiative led by Harvard Law School, Oxford University, and
prominent technology companies to “provide reliable, objective information about downloadable
applications in order to help consumers to make better choices about what they download on to
their computers.” This organization defines “badware” as software that “engages in potentially
objectionable behavior without: [f]irst, prominently disclosing to the user that it will engage in
such behavior, in clear and non-technical language, and [t]hen, obtaining the user’s affirmative
consent to that aspect of the application.” This is exactly how KIS behaves in relation to Zango
software that the user has willfully and knowingly installed on his or her computer.

Kaspersky defends its behavior on the grounds that Zango signed a consent order with the
Federal Trade Commission governing Zango’s method of subscribing new customers and that

other anti-spyware purveyors deal with or treat Zango the same way. The former is irrelevant

! www.stopbadware.org/home/about.

% www.stopbadware.org/home/guidelines#badware.

ZANGO’S OPPOSITION TO KASPERSKY’S MOTION TO GORDON TILDEN THOMAS & CORDELL LLP
DISMISS - 1 1001 Fourth Avenue, Suite 4000
No. 07-CV-0807 Seattle, WA 98154

Phone (206) 467-6477
Fax (206) 467-6292




00~ O kW

A DD D DR R WL WL LW WLWWLWWRNNNNDMNDNDRNRN NN

Case 2:07-cv-00807-JCC  Document 41  Filed 07/02/2007 Page 5 of 29

and the latter is false. The FTC consent agreement resulted from misuse of Zango’s software by
third-party affiliates of the company — a problem that Zango corrected more than 18 months ago.
The relevant question is what Zango offers customers foday. Now, every user of Zango is
presented with a clear, non-technical opportunity to consent to installation of the Zango software,
as well as simple ways to uninstall Zango if the user chooses to do so. As to Kaspersky’s claim
that it merely does what the rest of the industry does to Zango, Kaspersky is wrong—in fact, the
leading anti-spyware purveyors do not harm Zango.

Assuming the truth of plaintiff’s allegations, as this Court must for the purposes of a
motion to dismiss, the jury will conclude:

e That all Zango users affirmatively consent to Zango’s installation on their
computers and thus Zango is not malware or badware.

e That KIS software itself behaves like badware vis-a-vis Zango by blocking the
user’s ability to utilize Zango, without the user’s consent.

e That Kaspersky’s behavior is intentional and violates Kaspersky’s own
representations to the consumer and this Court.

e That KIS falsely labels Zango as malicious and that Kaspersky knows or should
know such characterization is false and libelous.

e That such behavior is unfair and deceptive within the meaning of Washington’s
Consumer Protection Act.

The jury could find for Zango on all its causes of action on these facts and, thus, the motion to
dismiss should be denied.

As to Kaspersky’s request to dismiss for lack of personal jurisdiction, Kaspersky’s own
admissions show it does substantial business in Washington and therefore general jurisdiction
exists. Specific jurisdiction also exists because Kaspersky’s sales to Washington residents

constitute “purposeful availment” and Zango’s claims relate to these contacts by Kaspersky with
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the forum. Nevertheless, if the Court has any questions concerning this issue, the Court should
deny the motion to permit discovery into facts relating to jurisdiction.
I1. FACTS

Kaspersky’s motion to dismiss cites inappropriately (and extensively) to the Declaration
of Shane Coursen and other allegedly “undisputed” evidence—evidence that Zango does, in fact,
dispute. For purposes of a motion to dismiss, Kaspersky’s view of the facts is irrelevant — the
question is whether the allegations of the complaint, both direct and inferential, construed in the
light most favorable to plaintiff, could sustain a recovery for Zango.
A. The Relevant Facts For Purposes of the Motion to Dismiss

1. Zango is Not Malware or Badware

As described in the introduction, the joint Harvard-Oxford initiative defines badware as a
software application that engages in potentially unwanted behavior without disclosing such
behavior to the user in clear and non-technical language and then obtaining the user’s affirmative
consent. Accepted as true, Zango’s allegations establish that Zango is not badware:

Before installing Zango’s programs, customers are provided with plain language
disclosures describing Zango’s software and how it works. . . . Every customer
who downloads Zango software programs receives a post-installation
confirmation message, complete with a link for more information, including
uninstall instructions. Within 72 hours of downloading Zango software,
customers receive a reminder that they have installed Zango programs, which
includes information about how the software works along with uninstall
information. . . . In addition, upon download, Zango programs provide a system
tray icon from which the customer can access program information, customer
support and uninstall instructions.

Complaint § 7.
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2. Ironically, KIS Acts as Badware

Zango alleges, and will prove, that KIS disables Zango software that a customer has
previously installed and prevents a potential Zango customer from accessing Zango—no matter
how vigorously or frequently the customer attempts to consent. Disabling a consensually
installed software program without the user’s consent (or, indeed, without even providing a
means by which consent could be given) is the very definition of badware.

The Complaint describes Kaspersky’s attacks on Zango software as follows:

e KIS precludes use of Zango: “Once this version [version 6.0.2.621] is installed, it

blocks any installation of Zango software, and blocks users from accessing Zango
content.” Complaint  13.

e The alleged choice provided by Kaspersky does not exist: “[O]nce KIS was
running on a user’s computer, a user was allegedly given a choice to “Allow”
Zango’s programs to run. However, the ‘Allow’ choice offered by KIS proved
illusory, as KIS continually caused warnings to appear on the user’s screen no
matter how many times the Zango customer clicked ‘Allow.”” Complaint q 12.

To elaborate on the last point, when an existing Zango customer downloads KIS, KIS has the
following effects: (1) the user cannot under any circumstance access Zango content; (2) KIS
blocks the delivery to the user of the advertisements that the user has agreed to view, thus
depriving Zango of its revenue source; (3) the “Zango toolbar” that was installed when the user
signed up for Zango is automatically (and without notice) eliminated; and (4) the user has no
choice but to suffer these consequences.

3. Kaspersky Is Singling Out Zango, and Doing So Intentionally

Zango has performed tests in its quality assurance labs to determine how KIS affects
Zango competitors and how Kaspersky’s competitors deal with Zango. Results of these tests are
supportive of Zango’s claim. First, as alleged in the Complaint, “testing revealed that KIS did

not treat the software of a known Zango competitor in the same manner.” Complaint § 12.
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While Kaspersky contends it has acted responsively and in good faith, Kaspersky overlooks
Zango’s May 8 email informing Kaspersky that KIS does not allow Zango customers to use
Zango. Complaint § 12. Kaspersky never responded to this email and to this day KIS continues
to interfere with a Zango customer’s ability to continue to use and enjoy Zango.

Second, the three market leaders in anti-spyware, McAfee, Norton (Symantec), and
Webroot, do not prevent a user from accessing Zango. Declaration of Greg Berretta § 2. Their
programs identify the presence of Zango (without mis-identifying it as malicious, an infection, or
a virus) and give the user a choice to leave Zango on the computer. /d. When the user opts to
utilize Zango, the software respects that choice and thus the user can simultaneously enjoy
Zango while receiving the benefits of the anti-spyware program.

4. Kaspersky Misleads Users

Kaspersky’s web site provides users and potential users with certain assurances regarding
the “advantages™ and features of Kaspersky’s KIS—protection from viruses, spyware, hackers
and spam. (http://usa.kaspersky.com/products_services/internet-security.php.) Kaspersky fails
to inform consumers that KIS will: (1) disable an application, Zango, that the user knowingly
installed, (2) preclude the user from seeing harmless content the user wants to see; and
(3) preclude the user from viewing advertisements that the user contractually agreed to receive as
a quid pro quo for access to Zango’s content.

B. Kaspersky Appears to Hide a Critical Fact Showing Common Control of the
American and Russian Companies

If publicly available information is correct, Kaspersky’s motion omits a significant fact
that its duty of candor under Fed. R. Civ. P. 11(b) would seem to require it to disclose.

Kaspersky claims that the American and Russian companies “merely share a name” and that
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“the two companies are separate; one does not own or control, in whole or in part, the other.”
Motion at 17-19. Zango disputes this characterization.

Defendant’s web site states that its Chief Executive Officer is Natalya Kaspersky.
Ms. Kaspersky may have a controlling or significant ownership stake in Kaspersky Lab (Russia).
Her biography on Wikipedia (http://en.wikipedia.org/wiki/natalya kaspersky) indicates that she
and her ex-husband, Yevgeny Kapsersky, “own about 80 percent of the company.” If
defendant’s CEO, Ms. Kaspersky, does in fact have substantial ownership in the Russian
company, defendant’s motion misrepresents the supposed independence of the two companies.

Moreover, Kaspersky ignores any formal distinction between the companies when its
suits its purpose—that is, when marketing its products. Defendant’s web site holds out
“Kaspersky Lab” as a single company with a “regional office” in the United States:

Founded in 1997, Kaspersky Lab is an international information security software

vendor. Kaspersky Lab is headquartered in Moscow, Russia and has regional

offices in the UK., France, Germany, the Netherlands, Poland, Japan, China, and

the United States. Further expanding the company’s reach is its large partner

network comprising over 500 companies globally.
http://usa.kaspersky.com/about-us/ (emphasis added).

In any event, Zango’s claim does not depend upon establishing the American company’s
control over the Russian company or vice-versa. All communications between Zango and
Kaspersky have been with or involved the American affiliate. Whether defendant wrote the

software or not, defendant’s sole business is marketing to United States consumers the software

that is interfering with Zango’s actual and prospective contractual relationships with consumers.
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